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It has been said that knowledge is power; today, access is power

BY INSPECTOR GENERAL
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Renewed interest in oversight and ac-
countability, highlighted by implemen-
tation of the American Recovery and
Reinvestment Act of 2009, Pub. L. No.
111-5, has focused sharply on the need
for transparency, effective oversight, and
the roles of Inspectors General across the
federal government. Transparency com-
pels IGs to conduct robust oversight and
thus commands federal officials to give
IGs access to documents, individuals,
and information systems. It has been
said that knowledge is power. Today,
access is power. 1Gs without access are
powerless and cannot ensure transpar-
ency. The ideas presented below would
help to improve oversight and transpar-
ency by improving IG access.
Congressional interest in the
role of IGs was shown in the ARRA pro-
visions giving IGs, among other things,
additional authorities and responsibili-
ties, in matters involving ARRA funds,
to interview contractor employees and
conduct whistleblower investigations.
Congressional support for the IG func-
tion was demonstrated through enact-
ment of the Inspector General Reform
Act of 2008, which implemented several
proposals suggested by the Legislation
Committee of the National Procurement
Fraud Task Force, such as expanding (1)
coverage of the Program Fraud Civil Rem-
edies Act and law enforcement authority
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to all IGs; and (2) IG subpoena authority
to include electronically stored informa-
tion and tangible things. In addition,
discussions are ongoing regarding other
proposals put forth by the Task Force,
such as additional amendments to the
PFCRA and enhancement of Office of
Inspector General authority to conduct
computer matches.

With respect to effective access
to information and individuals, how-
ever, some hurdles still remain that are
not being addressed. Those hurdles are
impeding the ability of the IG commu-
nity to ensure that oversight is as fully
transparent and efficient as possible. Ac-
cess to both information and individuals
is essential for effective oversight. When
access is delayed or denied, auditors and

investigators may not find important ma-
terial and results may be attenuated and
incomplete. Denial of access to employ-
ees of contractors, for example, can pose
unnecessary challenges as IGs attempt to
understand what really happened with
a contractor’s billing practices. On the
other hand, having to notify the target of
the existence of an investigation in order
to get his/her financial records can im-
pede the conduct of that investigation.
In this article, I advance two
new ideas not previously offered by
the Task Force, and a third new idea to
modify the Task Force’s suggestion on
IG subpoena authority. These ideas, in-
dividually or collectively, would help to
ensure IGs and their staff have access
to the data and individuals necessary to
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perform their work. The first idea con-
cerns timely access to financial records,
an issue that arises frequently in investi-
gations, without having to tell the target
about the investigation. The second idea
involves removing procedural roadblocks
to OIG access to electronic information
systems, which can create needless de-
lays. The third idea focuses on ensuring
proper access to individuals who work
for federal contractors, by giving IGs ad-
ditional authority, without raising the
concerns that testimonial subpoena au-
thority seems to raise. Taken together,
these ideas would be valuable aids to im-
proving the work of IGs as they strive to
protect the American public from fraud,
waste, and abuse.

1.) “DON'T TP OFF THE
TARGET’ AMENDMENT TO
THE RIGHT TO FINANCIAL
PRIVACY ACT

Basic investigative techniques include not
“tipping off” a subject about an investi-
gation. Premature disclosure can lead to
destruction of evidence, intimidation of
witnesses, or flight. It can also preclude
undercover work and provide an oppor-
tunity for the subject to manipulate his
finances to frustrate the government’s in-
terests. As an illustration, telling some-
one like Bernie Madoff that he was un-
der investigation would only give him an
opportunity to hide or transfer ill-gotten
gains before the government had an op-
portunity to understand the full extent
of his crimes or freeze his assets.

Current RFPA Requirements Pose a
Problem

‘The RFPA currently requires IGs to pro-
vide notice to the subject of an investi-
gation when issuing a subpoena for that
person’s financial records, absent a court
order delaying such notice for 90 days,
before the IG can obtain those records.
This notice requirement could harm the
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investigation and cause unnecessary and
undue delay. Inspector General subpoe-
nas should be treated the same as grand
jury subpoenas, which are exempt from
the requirement to give the subject no-
tice.

The RFPA, which does not ap-
ply to state or local governments, was
adopted to create a statutory Fourth
Amendment protection for bank records
primarily in response to United States v.
Miller, 425 U.S. 435 (1976), where the
Court held there was no such protection.
Grand jury subpoenas were excepted
from the customer notice and challenge
provisions in the RFPA because of the
secrecy surrounding grand juries and a
concern that notice and challenge rights
might in fact harm the privacy of those
under investigation. As stated by the
Supreme Court, the purposes served by
grand jury secrecy include preventing
escape, preventing tampering with wit-
nesses, encouraging free disclosures by
witnesses, and protecting the innocent.
United States v. Procter & Gamble Co.,
356 U.S. 677 (1958).

These factors apply equally well
to IG investigations, which also can be
harmed by premature disclosure. Inves-
tigation records are covered by the Priva-
¢y Act, which protects the confidential-
ity of those records. In addition, timing
suggests that when Congress adopted the
RFPA, they did not consider the effect
on IG investigations. The IG Act was
enacted on October 12, 1978 (PL. 95-
452), while the RFPA was enacted on
November 10, 1978 (P.L. 95-630). With
the passage of the IG Act and the more
recent Reform Act, perhaps it is time to
correct that apparent oversight.

The requirement for notice to
the subject prior to obtaining his finan-
cial records can be detrimental to an in-
vestigation in several ways:

*  Providing notice to a target can pro-
vide him an opportunity to destroy
or tamper with evidence, flee, or in-

timidate witnesses.

*  Such premature disclosure can also
prevent legitimate undercover work
and make recovery of misspent funds
more problematic. These financial
transactions can be extremely com-
plicated to trace and unravel, and
advance notice can impede the gov-
ernment’s forfeiture and other civil
remedies that are designed to ensure
the minimization of unlawful losses
of federal dollars.

e The notice requirements can also
cause undue delay. As an initial mat-
ter, if the government does not know
all the names on the account, the
government must issue a subpoena
to the bank to identify the account
holders. Then, after obtaining the
identities of the account holders, the
government must issue another sub-
poena and comply with the notice
provisions for each account holder.
There is an additional minimum 15-
day delay between sending the no-
tice to the customer and obtaining
the records, or a potentially longer
delay if the Department of Justice
decides to seek a court order, which
delays notice for 90 days. If the De-
partment of Justice seeks a delay
or the customer files a challenge in
court, the law enforcement agency
cannot obtain the records until the
court issues a decision, a process that
could take a significant amount of
time during which the subject would
be free to move assets and otherwise
hamper the investigation.

The RFPA also requires notification to

the subject within 14 days when records

obtained under the RFPA are transferred
to another agency, which would appar-
ently include records transferred from
an IG to the Department of Justice in

furtherance of a criminal investigation. I

know of no other law that requires noti-

fying the subject when records are trans-
ferred to a prosecuting authority.
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Because of the similarity in the
interests served by grand jury and IG in-
vestigations, and the protections afford-
ed the records, I suggest that Congress
consider giving IGs the same exemption
from the RFPA notice requirement that
grand jury subpoenas currently have,
such that an IG does not have to notify a
target when a subpoena for his financial
records is issued.

Proposed Language for “Don’t Tip Off
the Target”

Amend 12 U.S.C. 3413(i) and 3420 to
read as follows:

Title 12. Banks and Banking

§ 3413(i) Disclosure pursuant to is-
suance of subpoena or court order re-
specting grand jury proceeding or law
enforcement investigation

Nothing in this chapter (except sections
3415 and 3420 of this title) shall apply
to any subpoena or court order issued in
connection with (1) proceedings before
a grand jury or (2) a law enforcement
investigation by an Inspector General
pursuant to the Inspector General Act
of 1978, as amended; except that a
court shall have authority to order a
[financial institution, on which a grand
Jjury or Inspector General subpoena for
customer records has been served, not

to notify the customer of the existence of 5.

the subpoena or information that has
been furnished to the grand jury or in
response to the IG Subpoena, under the
circumstances and for the period speci-
fied and pursuant to the procedures es-
tablished in section 3409 of this title.

§ 3420. Grand jury information; noti-
fication of certain persons prohibited

(a) Financial records about a customer
obtained from a financial institution
pursuant to a subpoena issued under
the authority of a Federal grand jury
or by an Inspector General as part of a
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law enforcement investigation—

1.

in the case of a grand jury subpoe-
na, shall be returned and actually
presented to the grand jury unless
the volume of such records makes
such return and actual presenta-
tion impractical in which case the
grand jury shall be provided with
a description of the contents of the
records;

in the case of a grand jury subpoe-
na, shall be used only for the pur-
pose of considering whether to issue
an indictment or presentment by
that grand jury, or of prosecuting
a crime for which that indictment
or presentment is issued, or for a
purpose authorized by rule 6(e) of
the Federal Rules of Criminal Pro-
cedure, or for a purpose authorized
by section 3412 (a) of this title;

in the case of an Inspector General
subpoena, shall be used only for a
legitimate law enforcement pur-
pose, and any subsequent disclo-
sure or transfer of records obtained
pursuant to that subpoena to the
Department of Justice shall be ex-
empt from the provisions of section
3412(a) and (b) of this title;

shall be destroyed or returned to
the financial institution if not used
Jor one of the purposes specified in
paragraphs (2) or (3); and

shall not be maintained, or a de-
scription of the contents of such
records shall not be maintained by
any government authority other
than in the sealed records of the
grand jury or by an Inspector Gen-
eral, unless such record has been
used in the prosecution of a crime
or to further a legitimate agency
administrative purpose consistent
with the Privacy Act.

(6)(1) No officer, director, partner,
employee, or shareholder of, or
agent or attorney for, a financial
institution shall, directly or indi-

rectly, notify any person named in
a grand jury or Inspector General
subpoena served on such institu-
tion in connection with an investi-
gation relating to a possible—

(A) crime against any financial
institution or supervisory agency
or crime involving a violation of
the Controlled Substance Act [21
U.S.C. 801 et seq.], the Controlled
Substances Import and Export Act
21 US.C. 951 et seq.], section
1956 or 1957 of title 18, sections
5313, 5316 and 5324 of title 31, or
section 60501 of title 26; or

(B) conspiracy to commit such a
crime, about the existence or con-
tents of such subpoena, or informa-
tion that has been furnished to the
grand jury or Inspector General in
response to such subpoena.
(2)Section 1818 of this title and
section 1786 (k)(2) of this title
shall apply to any violation of this

subsection.

2.) EXPLICIT ACCESS TO
AGENCY INFORMATION
SYSTEMS BY OVERSIGHT
AUTHORITIES

Providing IGs with explicit, unrestricted
read-only access to agency information
systems would remove a current road-
block to effective oversight of agency
programs. ‘The Federal Information Se-
curity Management Act and implement-
ing procedures, such as the controls pre-
scribed in National Institute of Standards
and Technology Special Publication 800-
534, require federal agencies to control
access to their information systems. The
IG Act, in turn, provides that IGs are to
have access to all agency “records, reports,
audits, reviews, documents, papers, rec-
ommendations, or other material” re-
lated to the programs and operations
of the agency. Systems owners’ under-
standing of the types of access controls
required can result in limiting or delay-
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ing IGs’ access to material, impeding the
unrestricted access contemplated by the
IG Act. The lack of an explicit provision
for access by IGs as oversight bodies has
caused confusion and inconsistency in
information security management and
can result in unnecessary delays to IG
reviews and oversight.

The required systems controls
include “least privilege” and “need to
know,” which allow authorized accesses
only for users who are necessary to ac-
complish assigned tasks in accordance
with organizational missions and busi-
ness functions. To implement this
requirement, system owners have im-
plemented protocols that require the
requesting organization to provide in-
formation such as a limited timeframe
for access, the security clearance level
of each person requesting access, and
the justification for access, which can be
interpreted to require a statement as to
the specific project purpose. Because the
system owner controls access, moreover,
that owner can require the IG to provide
specific details as to the purpose of access
before granting that access, and the sys-
tem owner can, in fact, deny access.

In my view, these controls, as
implemented, may place too many re-
strictions on the IG access contemplated
in the IG Act. Frequently, the IG may
want to conduct various reviews on in-
formation in agency IT systems simply
to look for potential weaknesses or prob-
lems. To have to explain to the agency in
each case why the IG wants access, and
obtain the agency’s permission, seems to
contradict the intent of the IG Act. I
believe the interests of IG oversight and
IT security can be better balanced by
providing explicit guidance on IG access
to IT systems, and providing that IGs
themselves must ensure that any access
by their employees complies with appli-
cable requirements, rather than leaving
that determination to the system own-
ers.
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I suggest an amendment to the
Federal Information Security Management
Act 0f 2002, as follows:

Section 3544 of title 44, United States
Code, is amended—

by striking “and” at the end of para-
graph (a)(4);

by striking a period and inserting a
semicolon at the end of paragraph (a)
(5); and

by adding at the end of subsection (a)
the following:

“(6) if the agency has an Inspector
General appointed under the Inspector
General Act of 1978 or any other law,
ensure that the Office of Inspector Gen-
eral has unrestricted “read-only” access
Jor review and analysis to all agency
information systems from the Inspec-
tor General’s accredited system. The
Director of the Office of Management
and Budget and the National Institute
of Standards and Technology shall pro-
mulgate guidance to implement this

paragraph.”

3.) ACCESS TO CONTRACTOR
EMPLOYEES

Often issues that may arise in the course
of an audit or investigation can be re-
solved or disposed of simply by talking
to the people who were involved. When
those people are federal employees, there
is ample precedent for the expectation
that they will be available to talk with
IGs and their staffs as needed subject to
the usual constitutional and Privacy Act
protections. There is no similar expecta-
tion, however, with regard to people who
work for federal contractors. Since so
much of the governments work is cur-
rently accomplished with contractors, it
stands to reason that contractor employ-
ees have a wide range of knowledge of

and experience with activities that likely
will become the subjects of audits or in-
vestigations. Not being able to talk to
them presents a significant problem for
ensuring effective oversight.

There has been discussion be-
tween the IG community and Congress
regarding expanding IG subpoena au-
thority to include testimonial subpoena
authority, as suggested by the Task Force.
However, Congress has not introduced
legislation to accomplish this purpose,
and concerns about that recommenda-
tion include implications for the Fifth
Amendment, and questions regarding
whether the DOJ should be involved in
the decision to issue the subpoena, since
DOJ would have to seek a court order
to enforce the subpoena in the case of
a refusal to comply. In light of those
concerns, I am proposing an alternative,
based on language in the ARRA and in
the recent amendment to the Federal Ac-
quisition Regulation requiring contrac-
tors to self-report certain crimes and vio-
lations, to give IGs statutory authority to
interview contractor employees without
the procedural hurdles of issuing a sub-
poena.

Section 1515 of ARRA provides
that OIGs, with respect to each contract
or grant awarded using ARRA funds, are
authorized to examine any records that
pertain to and involve transactions relat-
ing to the contract, subcontract, grant,
or subgrant, and “to interview any officer
or employee of the contractor, grantee,
subgrantee, or agency regarding such
transactions.” 'This provision as applica-
ble to contractors has been implemented
via an interim rule published at 74 Fed.
Reg. 14646 (March 31, 2009), which
amended FAR section 52.212-5, Con-
tract Terms and Conditions Required to
implement Statutes or Executive Orders
— Commercial Items, to provide that In-
spectors General shall have access to and
the right to (1) examine a contractor’s
or subcontractor’s records that pertain
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to, and involve transactions relating to,
contracts using Recovery Act funds, and
(2) “[i]nterview any officer or employee
regarding such transactions.”

Similarly, the FAR now requires,
in all contracts with a value expected to
exceed $5 million and a performance pe-
riod of at least 120 days, a clause that
defines “full cooperation” as providing
“government auditors and investigators”
with “access to employees with informa-
tion.” 48 CFR 52.203-13(a). These
provisions illustrate the movement to-
ward requiring those who obtain federal
money to cooperate with oversight bod-
ies. I believe that same logic should be
applied to all those who receive federal
funds.

Because the ARRA provision
authorizing IGs to interview contractor
employees is more definitive than the
FAR provision — although their intent
appears to be the same — I would suggest
that extending this ARRA provision to
apply to all contracts, not just contracts
using Recovery Act funds, would as a
practical matter, provide IGs with a stat-
utory basis to interview contractor em-
ployees. I believe that most contractors
would not act in direct contravention of
a statutory requirement; therefore this
approach should make it simpler for IGs
to interview those contractor employ-
ees they need to talk to. This approach
would move the issue of interviewing
contractor employees out of the subpoe-
na arena to contract enforcement, which
presumably would limit or eliminate the
concerns about testimonial subpoena au-
thority. Moreover, the logic of granting
this authority to IGs for contracts using
ARRA funds would apply equally well to
all other contracts.

While there are many argu-
ments for extending this approach to
subcontractor employees as well, Con-
gress chose, in the ARRA, to give the
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Government Accountability Office, but
not IGs, the authority also to interview
any officer or employee of a subcontrac-
tor receiving Recovery Act funds. Based
on ARRA, T am not proposing extending
this authority to subcontractor employ-
ees at this time.

I suggest an amendment to the
IG Act as follows:

Section 6 of the Inspector General Act,
5 U.S.C. App. 3, is amended—

By adding at the end of subsection (a)
the following:

“(10) Whenever in the judgment of the
Inspector General it is necessary in the
performance of the functions assigned
by this Act, (a) to examine any records
of any contractor or grantee, and of its
subcontractors or subgrantees, or any
State or local agency administering a
contract, that pertain to, and involve
transactions relating to, the contract,
subcontract, grant, or subgrant; and
(b) to interview any officer or employee
of the contractor, grantee, subgrantee,
or agency regarding such transac-
tions.”

CONCLUSION

For IGs, access is power. In general, it re-
mains true that knowledge also is power.
In our technological age, however, ac-
cess is necessary for knowledge. Obtain-
ing access to records without delay and
not having to “tip off the target,” clearly
providing for unrestricted read-only ac-
cess for IGs to all agency information
systems, and clarifying the expectation
that IGs will have access to contractor
employees will go a long way to improv-
ing the effectiveness of oversight and
protecting the interests of the American
taxpayers. &
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advocacy organization.  In October
2008, Mr. Miller received the Attorney
General’s Distinguished Service Award.

Mr. Miller earned his law degree
from the University of Texas.
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