
A260034   

 
 
 
 
 
 
 
 
 

 
IMPLEMENTATION REVIEW OF CORRECTIVE ACTION PLAN 
FAS’s Office of Assisted 
Acquisition Services Should 
Improve Its Oversight and 
Administration of Classified 
Contracts 
Report Number 
A230065/Q/3/P24001 
September 16, 2024 
 

 Assignment Number A260034 
July 20, 2026 

 

 

Office of Audits 
Office of Inspector General 
U.S. General Services Administration 



A260034 i  

Table of Contents 

Introduction............................................................................................................................. 1 

Results ..................................................................................................................................... 4 

Finding – AAS’s review of active AAS Level 2 contracts was ineffective in ensuring that all 
contract security classifications adhere to AAS’s current policy and definitions. ....................... 4 

Conclusion ............................................................................................................................... 6 

Appendix A – Corrective Action Plan for Report Number A230065/Q/3/P24001 ...................... 7 

Appendix B – Report Distribution ........................................................................................... 36 

 



 

A260034 1  

Introduction 
 
We have completed an implementation review of the management actions taken in response 
to the recommendations contained in our September 16, 2024, audit report, FAS’s Office of 
Assisted Acquisition Services Should Improve Its Oversight and Administration of Classified 
Contracts, Report Number A230065/Q/3/P24001. 
 
Objective 
 
The objective of our review was to determine whether the Federal Acquisition Service’s (FAS’s) 
Office of Assisted Acquisition Services (AAS) has taken the actions as outlined in the Corrective 
Action Plan for FAS’s Office of Assisted Acquisition Services Should Improve Its Oversight and 
Administration of Classified Contracts (see Appendix A). To accomplish our objective, we: 
 

• Reviewed the original audit report to understand the recommendations and provide 
context for the Corrective Action Plan; 

• Corresponded with personnel from AAS; 

• Examined documentation submitted by AAS personnel for addressing the Corrective 
Action Plan steps; and 

• Reviewed data and contract documents from the Assisted Services Shared Information 
System (ASSIST) to determine compliance with the Corrective Action Plan steps. 

 
Background 
 
AAS provides its customer agencies with customized acquisition, project management, and 
financial management services for large or complex information technology and professional 
services solutions. 
 
As the AAS portfolio has grown, the AAS Program Management Office has implemented 
portfolio reviews for large, highly complex, and sensitive contracts to reduce AAS’s risks. AAS 
defines contracts as large, highly complex, or sensitive based on their monetary value and 
various other factors, including contract security classification level. Once an acquisition is 
defined as large, highly complex, or sensitive, it is subject to a portfolio review. The goal of 
these portfolio reviews is to provide the additional oversight necessary for AAS to manage the 
increased risks of large, highly complex, and sensitive acquisitions. 
 
AAS personnel indicate a contract’s security classification level in ASSIST. AAS management uses 
the ASSIST contract security classification level to identify and monitor contracts with classified 
elements. Figure 1 on the next page defines AAS’s four current contract security classification 
levels.1 

 
1 AAS Operational Notice 2025-001, Governance of Contracts with AAS Security Classifications and Mandatory 
ASSIST Tracking, effective August 11, 2025. 
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Figure 1. Definitions of AAS’s Contract Security Classification Levels 

Level Type Definition 

Level 1  Unclassified 
Acquisition 

Access to secure facilities, classified information, and/or classified systems is 
not required by the contract. 

Level 2  Unclassified 
Acquisition 

Secure facility access is required. Access to classified information and/or 
classified systems is not required by the contract. No documents or 
deliverables are classified. 

Level 3  Classified 
Elements for 
Performance 

Access to some classified information, facilities, or reading rooms may be 
required during pre-award. While pre-award contract documentation is 
unclassified, some post-award contract documents and/or deliverables may 
be classified. Some or all contractor personnel must hold appropriate 
security clearances to access classified information, secure facilities, and 
systems necessary for contract performance. 

Level 4  Classified 
Acquisition 

Access to secure facilities, classified information, and/or classified systems is 
required by the contract. All documents and deliverables are classified. 
Additionally, some or all contractor personnel supporting this contract must 
hold appropriate security clearances, as access to classified information 
and/or classified systems will be required to perform under the contract. 

 
On September 16, 2024, we issued an audit report, FAS’s Office of Assisted Acquisition Services 
Should Improve Its Oversight and Administration of Classified Contracts, to the Acting FAS 
Commissioner. The objectives of the audit were to determine if: (1) AAS contracts are 
accurately classified, (2) sufficient controls are in place to monitor and ensure compliance with 
AAS policy for contract security classification levels, and (3) AAS contracting personnel possess 
adequate security clearances to effectively award and administer contracts with classified 
elements. 
 
Our audit found that: 
 

• AAS Level 2 contracts were not accurately classified; and 

• AAS policy did not require AAS Level 3 contracting officers to have adequate security 
clearances. 

 
To address the findings identified in our report, we recommended that the Acting FAS 
Commissioner, through AAS: 
 

1. Conduct a review of all active AAS Level 2 contracts to ensure that all contract security 
classifications adhere to AAS’s current policy and definitions. 
 

2. Consolidate and improve contract security classification guidance to provide more detail 
and clarity for AAS contracting personnel. 
 

3. Update existing controls to monitor and ensure compliance with contract security 
classifications by: 
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a. Including a review of the security classification level in contract file transfer 
checklists; 

b. Verifying compliance with AAS security classification policies during existing 
internal contract reviews; and 

c. Updating briefing templates to use consistent terminology. 
 

4. Implement ASSIST controls to ensure accuracy and integrity of contract security 
classifications by: 

a. Prioritizing the development of edit history for immediate visibility of changes to 
the contract security classification level; and 

b. Limiting the ability to edit contract data to only the assigned acquisition 
personnel and their supervisory chain. 
 

5. Strengthen AAS policy to require AAS Level 3 contracting officers to have adequate 
security clearances and establish a plan to initiate the security clearance process for 
affected contracting officers. 
 

6. Provide AAS contracting personnel with training on any updated policies or guidance 
implemented in response to the audit findings. 

 
The Acting FAS Commissioner agreed with our report recommendations. 
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Results 
 
Our implementation review determined that AAS did not fully implement the following 
corrective actions for: 
 
Recommendation 1: Conduct a review of all active AAS Level 2 contracts to ensure that all 
contract security classifications adhere to AAS’s current policy and definitions. 
 

• Action Step 001: Business Unit Review of Level 2 Contracts 

• Action Step 002: Operational Support Office Acquisition & Governance (OSO A&G) to 
lead an Enterprise-wide review and validation exercise of all Level 2 contracts for 
compliance with current AAS policy and definitions 

 
Recommendation 3b: Update existing controls to monitor and ensure compliance with contract 
security classifications by verifying compliance with AAS security classification policies during 
existing internal contract reviews. 
 

• Action Step 002: OSO A&G implements updated Internal Contract Review Checklist 
during the second Fiscal Year 2025 Bi-Annual Review 

 
Finding – AAS’s review of active AAS Level 2 contracts was ineffective in ensuring that all 
contract security classifications adhere to AAS’s current policy and definitions. 
 
During our original audit, we found that AAS Level 2 contracts were not accurately classified. As 
a result, some contracts were not subject to the portfolio reviews implemented by AAS to 
reduce its risk. Although AAS updated contract security classification level definitions in 2023, 
the new standards had not been implemented effectively. 
 
Based on our original finding, we recommended the Acting FAS Commissioner conduct a review 
of all active AAS Level 2 contracts to ensure that all contract security classifications adhere to 
AAS’s current policy and definitions. In addition, we recommended that the Acting FAS 
Commissioner update existing controls to monitor and ensure compliance with contract 
security classifications by verifying compliance with AAS security classification policies during 
existing internal contract reviews. 
 
In response, the Corrective Action Plan provided that AAS Business Units would review all AAS 
Level 2 contracts against current policy and definitions and reclassify in ASSIST if applicable. 
Following completion of the Business Unit review of all AAS Level 2 contracts, AAS’s OSO A&G 
would lead an Enterprise-wide review and validation exercise of all Level 2 contracts for 
compliance with current AAS policy and definitions.2 In addition, AAS’s OSO A&G would 
implement an updated Internal Contract Review Checklist during the second Fiscal Year 2025 

 
2 See Appendix A, Recommendation 1 – Action Steps 001 and 002. 
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Bi-Annual Review by conducting full file reviews, including questions addressing compliance 
with the security classification policies.3 
 
As evidence of completion, AAS provided Business Unit and OSO A&G tracking sheets 
documenting the review and validation of all AAS Level 2 contracts along with a Level 2 
Corrective Action Summary Report. In total, the Business Units and OSO A&G reviewed 479 AAS 
Level 2 contracts and reclassified 321 (67 percent) as Level 3 contracts. In addition, AAS 
provided the results of its security classification progress report from its Fiscal Year 2025 
Bi-Annual Full File review, in which 80 contracts were reviewed and only 3 were found to be 
misclassified. 
 
We sampled 10 AAS Level 2 contracts that were active in March 2026 to determine the 
effectiveness of AAS’s reclassification efforts. We found 4 of 10 (40 percent) were not 
accurately classified in accordance with AAS’s current contract security classification level 
definitions. AAS agreed that each of the four contracts should have been classified at Level 3 
and has made the appropriate updates in ASSIST. An OSO A&G Sector Director explained that 
staffing shortages and personnel turnover during the implementation of updated guidance 
resulted in delays with updating ASSIST to reflect proper security classification levels. 
 
AAS should conduct a review of all active AAS Level 2 contracts to ensure that all contract 
security classifications adhere to AAS’s current policy and definitions. In addition, AAS should 
strengthen its existing controls to ensure compliance with contract security classifications by 
verifying compliance with AAS security classification policies during existing internal contract 
reviews. 
  

 
3 See Appendix A, Recommendation 3b – Action Step 002. 
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Conclusion 
 
Our implementation review determined that AAS did not fully implement the corrective actions 
for two recommendations. 
 
We provided a draft version of this report to the AAS Assistant Commissioner, and they agreed 
with the finding. A revised Corrective Action Plan addressing the corrective actions associated 
with these open recommendations must be submitted by August 19, 2026, to this office and 
the Audit Management Division (BPA). 
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Appendix A – Corrective Action Plan for Report Number A230065/Q/3/P24001 
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Director (JAO) 
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For more information about the GSA OIG, please visit us online at www.gsaig.gov. 
 
Office of Inspector General 
U.S. General Services Administration 
1800 F Street, NW 
Washington, DC 20405 
Email:    oig_publicaffairs@gsaig.gov 
Phone:  (202) 501-0450 (General) 
               (202) 273-7320 (Press Inquiries) 
 
GSA OIG Hotline 
To report allegations of fraud, waste, abuse, mismanagement, or misrepresentations 
affiliated with GSA, please submit information to our hotline, www.gsaig.gov/hotline, or 
call (800) 424-5210. 
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